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DIRECTOR OF CENTRAL INTELLIGENCE 

Security Committee SECOM-D-361 

2 October 1980 


NOTE FOR: 

Chairman, SECOM 



STATINTL IROM: 




Executive Secretary 


1 

SUBJECT: 

Your 6 October 1980 

iMaterial 

STATINTL 


STATINTL 


ottice 

] 




STATINTL 


1. Over 400 government contracting and monitoring 

are scheduled to spend the day 6 October learning about , , 

The DCI will address the group after lunch. You are scheduled 
t o speak from 1520 hours to 1535 hours. You will follow 
I on the^ [who follows Poirier on 
onsiderations four topic is 


Security Officer. 


You will 
Istaf f 


Industrial 
Perspectives from the 
be introduced by 


the dav . 


who is Chairman of 


STATINTL 


STATINTLj 

STATINTL 


STATINTL 


Attached is a 
suggestion from [ 


only suggestion from | , I 

of common procedures called for under 


suggested text. It 
that you 


incorporates 
refer to the 


the 

concept 


STATINTL 


STATINTL 


STATINTL 


3. Your audience is largely the military. They are 
here for education. They are not antagonistic or negative. 
They have no questions for you to answer. You are not on the 
panel established for the Q§A perio d of the day. You are of 
course welcome to join that panel (3 1 


ATISTiT 


STATINTL 


Attachment 


ILLEGIB 
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STATINTL 
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PERSPECTIVE OF T!lE DCI'S 


SECURITY OFFICER 


STATINTL 


TiTRODUCTION BY: 


I HAVE BEEN DIRECTOR OF SECURITY FOR THE CENTRAL INTELLIGENCE 

Agency for the past six months. 

CONCOMMITANT WITH THAT APPOINTMENT I BECAME THE CHAIRMAN OF 

o r . .. . STATINTL 

THE SCI s Security Committee and the jCI s 


Security Officer. 


These three roles intermingle as they touch | | and offer me 
A rather unique VIEVJ of SCI IN THE INTELLIGENCE COMMUNITY. STATINTL 
First - As the Director of the CIA's Office of Security I serve 
AS the head of the Security effort of the Central Intelligence 
Agency, Among my tasks is the one that calls for me to assign 
career security officers to major CIA dimensions of the SCI V^ORLD 
IN both Government and Industry. I see that in many cases it will 

BE logical and APPROPRIATE TO APPOINT THEM AS COMPONENT | I S^MTiNTL 
Officers. 

The Office of Security provides the Security Advisor to 
THE Director of the uRO. 

The HFIB Working Group on Compartmentation - which drafted 

the proposals that are emerging as the I IsPECIAL access PROGRAM ” 

^ , STATINTL 

had an officer from the Office of Security as its Security Advisor. 
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STATINTL 

Steering Group 


STATINTL 

STATINTL 


The Security Advisor to the current 
IS AN OS Career Security Officer and finally the ceputy Chief of 
I Control Staff is an officer from my office assigned to 


THE I , 

WORK WITH 


The Office of Security provides as a service of common 
§TATintl concern the 



□ 

Program. 







THE previous SPEAKErS'’’AT”^'''’- 


STATINTL 


WHO JUST described THAT PROGRAM IS ONE OF MY CAREER SECURITY OFFICERS, 

Further^ 


STATINTL 


[WILL draw ON MY PEOPLE IN CONNECTION WITH 

A LARGE number OF SECURITY BRIEFINGS^ FACILITY INSPECTIONS^ DOCUMENT 
CONTROL V/ORK AND GENERAL SECURITY REQUIREMENTS. ThESE ACTIVITIES 
HAVE TO BE PROVIDED NOT ONLY IN CiA AND WITH ITS CONTRACTORS BUT ALSO 
WITH ALL NON-SFIB DEPARTMENTS AND AGENCIES PARTICIPATING IN THE 
PROGRAM. 

Second - As the Chairma?^ of the DCI's Security Committee I am a 
Steering Group as are the Chairmen of the • 


STATINTL member OF THE 


DC! Committee on Imagery Requirements and Exploitation and SIGIMT 
Committee. 

thirdly - I am the DCTs 


STATINTL 

Security Officer. The memorandum 


OF appointment from the Director of Central Intelligence is short 
IT says: 

"I AM appointing YOU AS THE BCI's 


, STATINTL 

|Security Officer. 


STATINTL 


"In THAT ROLE^ I LOOK TO YOU TO ASSIST ME IM SERVING 

AS THE Executive Agent for the 'national Security Council in all 

aspects of SECURITY ASSOCIATED WITH ESTABLISHING AND OPERATING 


STATINTL participating IN THE 


THROUGHOUT THE INTELLIGENCE COMMUNITY AND IN NON-NFIB AGENCIES 

□ Special Access Control System. 


o 
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"I DIRECT THAT YOUR EFFORTS IM THIS REGARD BE IN CONCERT 
STATINTL WITH THOSE 0F | [ MY SPECIAL ASSISTANT FOR 

Compartmentation/' 

I AM PARTICULARLY MINDFUL OF THE CHARGE TO CARRY OUT MY 
TASKS IN CONCERT WITH THOSE OF | | AmD I ASSURE HI$lTATINTL 

THAT I WILL MOST HAPPILY SEEK HIS COUNSEL AND ASSISTANCE AS OFTEN 
AS I CAN. 

STATINTL JhE roLE OF SECURITY OFFICER HAS LOGICAL PRECEDENCE 

FOR THE Director of Security^ CIA. He has served as the DCTs 

STATINTL 

SECURITY officer IN OTHER SCI ENDEAVORS. He HAS BEEN THE DCTs 

Security Officer since inception of that program and the 

DCTs TALEi'il Security Officer since 1952. 

STATINTL The I [ SECURITY FEATURES SPRING LARGELY FROM THE BEST 

OF THESE TWO SCI SPECIAL ACCESS PROGRAMS AND FROM THE SI SYSTEM. 
STATINTL The MAJOR FOCUS OF | | lS TOWARD AN IMPROVED SYSTEM 

OF SECURITY TO PROTECT OUR EXTRA SENSITIVE INTELLIGENCE SOURCES 
AND METHODS. 

Its aim is to provide a common set of policy guides and 

IMPLEMENTING PROCEDURES. 

The Presidential Directive of .TO January 1980 speaks 

SPECIFICALLY TO THIS REQUIREMENT. It SAYS IN PART; 

"Uniform security standards established by the Director 
OF Central Intelligence will govern access to^ distribution of and 

PROTECTION of INTELLIGENCE SOURCES AND METHODS^ SUBJECT TO ANY 
specific STATUTORY REQUIREMENTS APPLICABLE TO ANY DEPARTMENT OR 
AGENCY , 
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While the focus is narrower^ addressing as it does 


THIS charge is not MUCH DIFFERENT THAN THE TASK GIVEN TO THE DC I 
IN E.O. 12036 to: 

"Ensure the establishment by the Intelligence Community 
of common security and access standards for managing and handling 
foreign intelligence systems^ information and products" and 
TO the Senior officials of the Intelligence Community to: 

"Protect intelligence and intelligence sources and 

METHODS CONSISTENT WITH GUIDANCE FROM THE DIRECTOR OF CENTRAL 

Intelligence and the i^SC." 

The DCI's Security Committee^ with representation from 

ALL DEPARTMENTS AND AGENCIES ON THE HaTIONAL FOREIGN INTELLIGENCE ' 

Board is working on review of security policies and procedures. 

We have completed and have ready for publication a set of physical 

STATINTL 


security standards for protection of I I We have just completed 

A REVIEW OF personnel SECURITY BACKGROUND INVESTIGATIONS AS THEY MAY 

sjatintl 


impinge ON THE PERSONNEL SECURITY CRITERIA FOR ACCESS TO 
AM PLEASED TO REPORT THAT THESE REVIEWS AND ACTIONS DO NOT PORTENT 
NEED FOR ANY MAJOR CHANGES IN THE WAY WE HAVE BEEN DOING BUSINESS. 

Those changes that have been and will be made in basic policy will 

FOSTER and encourage DEPARTMENTAL ADOPTION OF COMMON STANDARDS AND 
PROCEDURES AS THEY IMPLEMENT THE 


SPECIAL ACCESS PROGRAM. STATINTL 


The, TRAPPINGS^ COVER SHEETS AND STAMPS MAY DIFFER FROM 
WHAT WE ARE ACCUSTOMED TO SEEING. BuT THE SECURITY GOALS STAY THE 
SAME. The security procedures that we come to ADOPT TOGETHER WILL 
MAKE IT EASIER FOR ALL OF US TO HAVE A CLEARER UNDERSTANDING OF 
WHAT WE ARE ABOUT. It WILL MAKE IT EASIER FOR YOU WITH YOUR SPECIALIZED 


li 
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STAT 





I 

I ENCOURAGE YOU TO SPEND TIME LEARNING WHAT 


IS.STATINT 


If you have questions^ don't hesitate to ask them. Only if v*/e know 

YOUR PROBLEMS CAM WE TRY TO ADDRESS AND PROVIDE A VIABLE RESPONSE 
TO THEM. 

A MAJOR MOTIVATION TOWARD THE ADOPTION OF HAS 


STATINTL 


BEEN THE TREMENDOUS GROWTH^ IN THE CURRENT SCI COMMUNITY. OuR 
DATA BASE OF PERSONNEL WITH ANY SCI APPROVAL NOW IS IN EXCESS 


STAT 

I I STATINTL 

Over the past 20 years^ we have seen unprecedented growth in 
THE numbers OF PERSONNEL WITH SCI ACCESSES^ NUMBERS OF PERSONNEL 
WITH SCI ACCESSES^ A FACT WHICH REFLECTS BOTH THE SUCCESS AND 
TECHNOLOGICAL INNOVATION OF THIS COUNTRY'S TECHNICAL INTELLIGENCE 
COLLECTION EFFORT AS WELL AS THE HIGH PRICE WE PAY FOR THAT 
SUCCESS. 

I STAT 


c: 
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ATTEMPTS TO DO JUST THAT^ BY ESTABLISHING UNIFORM 

STANDARDS FOR PHYSICAL AND PERSONNEL SECURITY AND BY SETTING 

firm AND Clearly understood thresholds for the kinds of infor- 
mation THAT REQUIRE COMPARTMENTATION , 

It is the intent of j I by encouraging the existSE^^intl 

MECHANISMS FOR DECOMPARTMENTATION^ TO ALLOW INTELLIGENCE PRODUCT 
TO FLOW MORE EASILY TO THE CONSUMER IN COLLATUAL CLASSIFIED FORMAT^ 
WITH GENERIC SOURCE ATTRIBUTIONi IHIS ONE STEP WHEN ACCOMPLISHED^ 
WILL ALLOW BOTH A WIDER DISSEMINATION OF THE PRODUCT AND A SMALLER 
NUMBER OF PERSONNEL WITH SCI APPROVALS. 

In THE AREA OF COST - IN WHICH MANY OF YOU AS 
CONTRACTING OFFICERS WILL HAVE GREAT INTEREST - THE TOTAL COST 
OF THE ADOPTION OF I 


HAS NOT YET BEEN QUANTIFIED^ BUT THE 

Intelligence Community has been tasked to come up with estimates. 

It SHOULD be BORNE IN MIND THAT THE SAME PEOPLE WHO PERFORM SCI 
duties TODAY IN ANY OF THE CURRENTLY COMPARTMENTED PROGRAMS IN 
GOVERNMENT OR INDUSTRY - WILL BE THE SAME PEOPLE DOING THE 
SAME THING IN AN 


JMODE - BE THEY REGISTRY CLERKS OR 


DOCUMENT CONTROL OFFICERS. We DO EXPECT THE TRANSITION PERIOD 


TO BE^ TO SOME DEGREE^ TRAUMATIC SINCE HUMAN NATURE RESISTS 
CHANGE^ BUT THE COMMONALTY OF STANDARDS AND POLICIES THAT THE 
SYSTEM ENJOINS SHOULD - OVER TIME - PROVIDE US WITH A MORE COST - 
EFFECTIVE METHOD OF PROTECTIVE OUR MOST SENSITIVE INTELLIGENCE. 


STATINTL 
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I HAVE REVIEWED THE DUTIES OF 
SET OUT IN THE r 


Jecurity 


I Government and Industrial f’AMUALS. They are 


SUFFICIENTLY DETAILED TO PROVIDE EXCELLENT POLICY AND IMPLEMENTATION 
GUIDELINES. 

A TREMENDOUS AMOUNT OF PLANNING AND THOUGHT HAS GONE INTO 

Probably no other program of this type 


THE PREPARATIONS FOR 


HAS BEEN SERVED SO WELL. AnD YET IT WOULD BE FOOLISH TO STATE 
categorically THERE WILL NOT BE ANY CLICHES^ THAT THE UNEXPECTED 

WILL NOT ARISE^ THAT THERE ARE NO UNADDRESSED CONTINGENCIES. ?!o 

.... 

PROGRAM^ BIG OR SMALL^ IS WITHOUT THEM. 

But for my part I assure you that I will encourage that 

ALL responses TO YOUR SECURITY NEEDS BE PROMPT AND BE BASED ON 
APPLICATION OF COMMON SENSE BALANCED WITH RESPONSIBLE SECURITY 
CONSIDERATIONS. 

I WILL CONTINUE TO WORK TOWARD DEVELOPING UNIFORM 
PROCEDURES IN THE AREAS OF PERSONNEL^ PHYSICAL AND DOCUMENT SECURITY 
SO AS TO CAPITALIZE ON THE BEST PROMISES OF | | BuT> I ALSC^TATINTL 

ASSURE YOU THAT 1 WILL DISCOURAGE ANY EFFORTS TO REDUCE SECURITY 
TO THE LEAST COMMON DENOMINATOR JUST TO ARRIVE AT UNIFORMITY^ 

I FEEL YOU SHARE WITH ME THE BELIEF THAT ANY REDUCTION OF OUR 
ESSENTIAL SECURITY SAFEGUARDS WOULD BE CONTRARY TO THE INTENT^ 

THE SPIRIT AND THE LETTER OF 

IMPLEMENTING I I aRE SOUND^ BASED AS THEY ARE ON YEARS OF EXPERIENCE 
WITH SCI PROGRAMS. I KNOW THAT WITHIN A COUPLE OF YEARS I ISTATINTL 


The SECURITY policies for STATINTL 


WILL BE AS ACCEPTABLE AS ANY OF OUR PAST SCI SYSTEMS AND WE 
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WILL WONDER WHY IT TOOK SO LONG TO REDRESS THE PROBLEMS THAT 
WE ALLOV/ED TO GROW OUT OF PREVIOUS SYSTEMS. 

Thank you. 


8 
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22 January 1980 


M3^10P-AN1XJM FOR: 
FROM : 

SUBJI-.Cr : 


Director of Security 

Director of Central Intelligence 

Appointment as PCI | | Security Officer 


25X1 A 


1. I am appointing you as the DCl's l | Securiiy 25X1 A 

Officer. (C) 

2. In that role, I look to you to assist me in serving 
as the Executive Agent for the Natiojiai Security (.oiuicil in 
all aspects of security associated with establishing and 
operating I | throughout the Intelligence (.ommiaiit)' and m 

noil -NFI Pungencies participating in the I ] Special .\ccrss 25X1A 

Control System. (C) 

3. I direct ttiat your efforts in this regard be in 

concert with those o f I !» "A' Special 

Assistant for Compartment at ion. (C) I 


STANSFIELg;^.JRNER 


25X1/1 

25X1/1 




OS 0 G2S3 


QUID so 

ll .Ian 1986 
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